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Abstract
Estimating the residual risk of undiscovered bugs—and thus when

to stop fuzzing—is critical for determining testing adequacy. Tradi-

tionally, this assessment relies on coverage instrumentation, which

records complete coverage of every execution but imposes a 60-70%

performance slowdown, reducing fuzzing throughput and delaying

bug discovery. This overhead raises a fundamental question: can
partial observation provide high-fidelity confidence at a fraction of
the coverage instrumentation cost?

We propose a risk assessment method in the context of black-
box fuzzing that leverages hardware-enabled performance profil-
ing—replacing coverage instrumentation with instruction pointer

(IP) sampling—as the coremechanism for low-overhead observation.

To recover the accuracy inevitably lost to the sparse nature of sam-

pling, we employ must-execute analysis, a static control-flow analy-

sis that identifies all statements and basic blocks thatmust have exe-
cuted to reach, or must execute after, an observed sample, effectively

reconstructing missing execution paths from partial observations.

Despite the partial coverage inherent to profiler-based sampling,

our risk estimation method achieves 4.27× higher throughput than

complete-coverage instrumentation, enabling fuzzing campaigns

to reach stopping thresholds 2× faster while maintaining high ac-

curacy (1.73 average relative error compared to the ground truth).

Ultimately, this efficiency translates into superior bug discovery,

triggering more bugs with speedups of up to 10× within the same

time budget.

CCS Concepts
• Software and its engineering→ Software testing and debug-
ging; Dynamic analysis; • Theory of computation → Program
analysis.
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1 Introduction
As Dijkstra famously noted, “testing can be used to show the presence
of bugs, but never to show their absence.” To address this fundamental

limitation, residual risk analysis provides a statistical framework

to quantify the likely absence of errors remaining after a fuzzing

campaign. By applying statistical estimation models to coverage

data, recent studies [7–9, 22, 25] can determine when the probability

of discovering new bugs has dropped below a desired threshold,

facilitating a decision of when to stop fuzzing.

Residual risk analysis typically relies on code instrumentation,

which yields complete coverage of every test execution, but this

comes with significant performance costs. Source-based instrumen-

tation adds 60-70% latency [11], while binary-only methods can add

a 5× to 7× slowdown [11, 27], severely limiting fuzzing throughput.

This overhead creates a paradox where the tools used to measure

fuzzing adequacy actively impede the fuzzing process they are

meant to optimize.

In this paper, we explore the use of profiler-based sampling—peri-
odic hardware-based instruction pointer sampling, facilated bymod-

ern CPU performance counters [19] and OS-level interfaces like

Linux perf [3]—to achieve accurate, low-cost fuzzing assessment, in

the context of black-box fuzzing. By repurposing existing hardware

features originally designed for performance analysis [16], our ap-

proach samples execution behavior while bypassing the slowdowns

of traditional coverage instrumentation. Our core insight is that

this partial behavior sampling—while naturally incomplete—can

be effectively combined with white-box, structure-aware residual
risk assessment method. By leveraging the program’s control flow

graph (CFG) structure, we map sparse samples back to the specific

basic-blocks that must have been executed to reach, or after, the

sampled point. This must-execute analysis is a sound mechanism

for handling the missing information inherent to profiler-based

sampling, recovering significant coverage data without additional
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instrumentation. Ultimately, this method enables robust estimation

of residual risk without the high tax of coverage instrumentation.

Our study concerns residual risk analysis for black-box fuzzing

when only a profiler is available and the executable-under-test

has not been instrumented for coverage.
1
This problem domain

precludes the application of coverage-based greybox fuzzers whose

coverage signal needs to be deterministic.
2
Following previous

work on residual risk analysis [22], we implement our residual risk

analysis in the blackbox variant of AFL++ [14] reusing its mutation

operators but disabling all coverage-related features (incl. power

schedules and corpus growth; cf. Section 3.3).

We evaluate the fundamental trade-off between the overhead

of coverage instrumentation and the precision of residual risk es-

timation. Specifically, we assess our approach against traditional

instrumentation-based methods regarding three key dimensions:

• Risk Assessment Accuracy: To what extent does profiler-based
sampling—aided bymust-execute analysis—approximate the ground-

truth residual risk? We quantify the accuracy cost of moving from

coverage instrumentation to periodic sampling.

• Fuzzing Efficiency:What is the performance overhead of profiler-

based sampling compared to coverage instrumentation? Does the

reduced overhead translate into measurable gains in execution

throughput and, consequently, an accelerated rate of unique bug

discovery?

• Time-to-Confidence: Given a target confidence level for testing
adequacy, how much earlier (in wall-clock time) can a sampling-

based campaign reach the stop threshold compared to a coverage-

instrumented fuzzing campaign?

We conduct a systematic experimental study across a diverse set of

real-world programs to evaluate these trade-offs. Across FuzzBench [26]

and Magma [17] benchmarks, our results demonstrate a compelling

trade-off: must-execute analysis reduces the overestimation of resid-

ual risk from nearly an order of magnitude (8.43 relative error) to

within the same order of magnitude as the ground truth (1.73 rel-

ative error), providing high accuracy despite partial observation.

In terms of efficiency, the minimal overhead of profiler-based sam-

pling translates to 4.27× higher throughput, discovering 19 bugs

within the same time limit, as opposed to 16 bugs with coverage in-

strumentation, while finding them up to 10× faster. Consequently,

our approach yields significant time savings to reach the given

confidence level, reaching stopping criteria earlier in 12 out of 19

subject programs—up to 2× faster than coverage instrumentation.

The key contributions of this paper are as follows:

• While coverage instrumentation is the standard approach for

fuzzing despite its overhead, we are the first to design a residual

risk assessment method using hardware IP sampling and white-

box CFG analysis. We demonstrate that developers can maintain

high confidence in fuzzing adequacy by sampling coverage non-

invasively at intervals, providing an accurate risk assessment

even with incomplete data.

1
While there exist fleet-wide coverage profilers that can profile any running program

[20], enabling coverage-based fuzzing would require every third-party program to be

decompiled and reinstrumented, which is impractical, e.g., for supply chain analysis.

2
We discuss an extension to greybox fuzzing in Section 7.

• By incorporating static inter-procedural analysis, we reduce the

relative error from 8.43 to 1.73, showing that white-box, structure-

aware coverage inference is essential for maintaining confidence

in fuzzing adequacy. This improvement demonstrates that our

method provides a sound, principled means to account for miss-

ing observations by leveraging the program’s inherent control-

flow dependencies.

• By removing the overhead of coverage instrumentation, our

method significantly improves fuzzing throughput, which di-

rectly accelerates vulnerability discovery and enables the early

termination of fuzzing campaigns. Removing coverage instrumen-

tation yields 1.3×–7.1× higher throughput. For instance, sqlite3
(7.1× throughput gain) achieves up to a 10× faster mean time-to-

trigger (TTT).

Our findings suggest that coverage instrumentation can be effec-

tively obviated for assessing fuzzing adequacy. By leveraging ex-

isting hardware and OS-level sampling mechanisms alongside our

principled, white-box program analysis, we provide a sound means

to account for missing program behavior observations without the

cost of coverage instrumentation. Ultimately, profiler-based sam-

pling empowers developers to either reach a desired confidence

threshold significantly faster or, conversely, discover a greater num-

ber of bugs within the same fixed time budget.

2 Motivation and Background

Motivation. Testing cannot prove the absence of bugs, leaving
practitioners without a principled stopping criterion for fuzzing.

Residual risk analysis allows to quantify the likelihood that an

undiscovered bug can still be found within an ongoing fuzzing

campaign by treating test executions as statistical evidence [7].

Hence, a practitioner can stop a fuzzing campaign when further

execution yields diminishing returns. Prior work [7, 9, 22] models

estimate residual risk through black-box discovery probability (DP).

Each execution is a sample of coverage elements and exposed bugs;

given 𝑛 runs, DP represents the likelihood that the next execution

reveals an unseen coverage element. This DP serves as an upper

bound for residual risk.

Residual risk analysis is often used in practice. For instance,

the fuzzing dashboard developed by Consensys Diligence features

a residual risk estimate as a measure of progress of their smart

contract fuzzer.
3
The project lead of Microsoft’s Project OneFuzz,

a continuous fuzzing platform, is planning to use residual risk

estimates to “intelligently terminate jobs as the likelihood of finding

additional bugs drops” rather than run for a fixed duration.
4

A residual risk estimate yields a principled stopping rule for

fuzzing: halt once the estimated discovery probability drops below

a threshold 𝜀. The practitioner sets 𝜀 directly as the probability

they will tolerate that the next input still reveals unseen behavior

(say, one in a million). Unlike a fixed time budget, this criterion

tracks a campaign’s actual progress rather than the clock: a still-

productive fuzzer keeps running while a saturated one stops, so

two campaigns reach the same 𝜀 at different times. A time budget

therefore follows from 𝜀 and the achievable throughput (via the 1/𝜀

3
https://fuzzing-docs.diligence.tools/general/reports/coverage

4
https://x.com/metr0/status/1396107664669634563
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executions expected until the next discovery) rather than serving

as a proxy for it.

Lee and Böhme [22] proposed a dependency-aware estimator

that provides a tighter upper bound on discovery probability by

grouping coverage elements that co-occur in the same execution.

Unlike the standard Good-Turing estimator [15], their method ac-

counts for internal dependencies to yield a more accurate risk esti-

mate. Prior risk estimation methods [7, 9, 22] rely on having full-

coverage information for every test execution, creating a significant

performance bottleneck.

Coverage as Fuzzing Feedback. Code coverage serves as the de-
facto mechanism for fuzzing feedback and is collected via source-

level instrumentation or binary rewriting. Both incur significant

latency overhead: source-instrumented binaries suffer 60–70% slow-

down compared to un-instrumented execution [11], and dynamic

binary instrumentation [10] incurs even higher costs, up to 5–7×
slowdown [27]. This overhead of running instrumented code re-

duces fuzzing throughput—fewer test cases can be executed per

unit time—undermining the original purpose of bug discovery and

fuzzing adequacy assessment. Several lines of work attempt to miti-

gate this overhead. Lightweight instrumentation strategies such as

INSTRIM [18] reduce the number of instrumentation points by ex-

ploiting control-flow dominance relations, lowering overhead with

the tradeoff of coarser coverage granularity. Full-speed fuzzing [27]

runs an uninstrumented binary by default and only activates tracing

when new coverage is detected, amortizing the overhead over many

executions. Hardware-assisted approaches such as kAFL [31] and

the hardware extensions proposed by Ding et al. [11] leverage Intel
Processor Trace or custom hardware to collect coverage with lower

overhead. Unlike our approach, existing approaches lack a prin-

cipled mechanism for handling incomplete observations inherent

to periodic sampling, while accounting for dependencies between

observed and unobserved coverage, entailed by control-flow.

Sampling Profilers. A sampling profiler (a profiler or profiling for

short) periodically captures snapshots of a program’s state. At set

intervals, it records the current instruction pointer (IP) and, often,

the call stack, creating a statistical timeline of execution. On Linux,

perf [3] offers a unified interface for IP sampling on x86, ARM, and

RISC-V [12]. Similar capabilities exist via DTrace (macOS/Solaris),

Windows Performance Analyzer, and browser-based tools like the

Firefox Profiler, making sampling profilers a universally applicable

observation mechanism.

Sampling-based profilers achieve near-zero overhead—typically

less than 2% for standard frequencies [6]—because they sample the

IP without instrumentation. This cost is largely independent of

program complexity and remains orders of magnitude lower than

coverage instrumentation. Furthermore, the overhead is highly tun-

able: lowering the sampling frequency further reduces performance

costs at the expense of sample density.

3 Residual Risk with Profiler-based Sampling
Our goal is to achieve high-confidence fuzzing adequacy assess-

ment, while avoiding coverage instrumentation overhead. Figure 1

illustrates the workflow of our approach. Instead of employing cov-

erage instrumentation—which yields full coverage data, we utilize

Source
Code CFG

Must-Execute
Analysis

Fuzzer
Uninstrumented

Binary
Sampling
Profiler

Partial
Coverage

Amplified
Coverage

Risk
Estimator

residual
risk

compile

inputs observes IP samples

Fuzzing Profiling Risk estimation

Runtime

Static preprocessing

Existing

Ours

Figure 1: Overview of our approach.

Table 1: Sampled stack traces (ST1–ST4) vs. full coverage (FC1,
FC2) over two possible test executions. ■ covered, ■ sampled
IP, ■ caller frames.

L# Code Execution with flag=True Execution with flag=False
FC1 ST1 ST2 ST3 FC2 ST4

1 void f4() { –

2 instruction1; Top –

3 return; –

4 }

5 void f3() { –

6 instruction1; –

7 instruction2; Top –

8 return; –

9 }

10 void f2() {
11 instruction3; Top Top

12 return;
13 }

14 void f1(flag) {
15 f2();
16 if (flag) { –

17 f3(); –

18 f4(); –

19 }
20 return;
21 }

22 void main(input) {
23 flag = input % 2;
24 ret = f1(flag);
25 }

a sampling profiler to collect instruction pointer samples at regular

intervals. The sampling frequency acts as a tunable knob that con-

trols the trade-off between observation granularity and overhead:

higher frequencies yield detailed coverage information at the cost

of increased profiling overhead, while lower frequencies reduce

overhead but provide coarser coverage data. We analyze the impact

of incomplete nature of partial-coverage data on the existing risk

estimator [22] and identify the bias it introduces (§3.1). To mitigate

this bias, we design a sound must-execute analysis (§3.2) that oper-
ates in tandem with the estimator to boost coverage data based on

intra- and inter- procedural dependencies entailed by a control flow

graph. While this paper concerns the problem of assessing fuzzing

adequacy, the mechanism of amplifying incomplete coverage in-

formation using a must-execute analysis could be also used in the

context of feedback-guided fuzzing, by replacing full-coverage sig-

nal with a feedback signal from a profiling sampler. The implication

of leveraging a sampling profiler is detailed in Section 7.

3.1 Estimation with Partial Coverage
Sampling profilers yield an incomplete set of instruction pointers

(IPs) that capture only a fraction of program behavior during a

fuzzing campaign. As shown in Table 1, the resulting profile (stack

traces ST1–4 over two test executions) is sparser than the complete

coverage recorded by instrumentation (FC1, FC2), especially when

sampling only the top-of-stack IP rather than the full call stack.

This partial-coverage data introduces bias in existing singleton-

based estimators of residual risk—the probability that undiscovered
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bugs remain in the program. Existing estimators
5
count test execu-

tions that contain a unique coverage element (basic block, line, IP,
etc.) observed in exactly one execution—termed a singleton. Specifi-
cally, the dependency-aware estimator by Lee and Böhme [22]:

𝐺𝑇 =
𝑉 ≡
1

𝑛
, (1)

where 𝑛 is the number of test executions and 𝑉 ≡
1

is the number

of such singleton-containing executions. Under full-coverage in-

formation, this produces statistically consistent estimates [22].
6

Under profiler-based sampling, however, the estimator receives

incomplete coverage per execution, which distorts𝑉 ≡
1

in two ways:

• Case 1 (over-estimation): Different partial coverage from executions
with the same coverage. Due to the non-deterministic nature of a

sampling profiler, executions with identical coverage can produce

different profiler samples. In Table 1, consider two executions

bothwith full coverage FC1, where the profiler produces ST1 from

one and ST2 from the other. Under full coverage, both executions

record identical elements—no singletons. Under partial coverage,

ST1 and ST2 capture different elements (e.g., line 2 vs. line 7);

elements unique to one sample become false singletons that

inflate 𝑉 ≡
1

and overestimate residual risk.

• Case 2 (under-estimation): Same partial coverage from executions
with different coverage. Conversely, executions with different cov-

erage can produce identical profiler samples. In Table 1, consider

an execution with full coverage FC1 and another with FC2, where

the profiler produces ST3 from the first and ST4 from the second.

Under full coverage, the FC1 execution contains elements not

in FC2 that are correctly counted as singletons. Under partial

coverage, ST3 and ST4 capture identical elements, so neither exe-

cution contributes a singleton, deflating𝑉 ≡
1

and underestimating

residual risk.

Under-estimation is more problematic than over-estimation in a

security context, as it fosters a false sense of confidence, causing to

stop fuzzing prematurely, when vulnerabilities remain undiscov-

ered. Conversely, over-estimation—though less dangerous—results

in inefficient resource allocation by prolonging a fuzzing campaign.

We hypothesize that over-estimation (Case 1) is more likely to

occur than under-estimation (Case 2) for moderate sampling fre-

quencies. Under partial coverage, a significantly large number of

distinct partial-coverage observations can arise from the same exe-

cution, while the same partial coverage appearing across different

executions is less likely. We formalize this intuition below using

mathematical modeling and also empirically test this hypothesis in

our experiments (§4).

Mathematical Model of Estimation Error. This section formalizes

how profiler-based sampling affects the estimator in Eqn. (1).

The estimator operates on the coverage recorded for each execu-

tion. Under coverage instrumentation, every exercised element is

recorded; under profiler-based sampling, only elements at sampled

instruction pointers are recorded. Consider 𝑆 coverage elements,

5
Adopted from ecology, where they estimate the probability of discovering a new

species.

6
That is, the estimate converges to the true discovery probability as the number of

executions increases.

each appearing independently across𝑚 executions. For any arbi-

trary execution, the probability that element 𝑖 appears in an exe-

cution’s recorded coverage is 𝑝𝑖 under coverage instrumentation

and 𝑞𝑖 ≤ 𝑝𝑖 under profiler-based sampling.

The expected probability𝑔 that element 𝑖 is a singleton (observed

in exactly one execution) in𝑚 executions is, for observation proba-

bility 𝑝 ∈ {𝑝𝑖 , 𝑞𝑖 },

𝑔(𝑝,𝑚) =𝑚𝑝 (1 − 𝑝)𝑚−1,

and the expected discovery probability under full and partial cover-

age follows from summing 𝑔 over all 𝑆 elements and dividing by

𝑚:

𝐺𝑇
full

=
1

𝑚

𝑆∑︁
𝑖=1

𝑔(𝑝𝑖 ,𝑚), 𝐺𝑇
partial

=
1

𝑚

𝑆∑︁
𝑖=1

𝑔(𝑞𝑖 ,𝑚).

The difference between 𝐺𝑇
full

and 𝐺𝑇
partial

depends on how 𝑔

behaves differently for 𝑝𝑖 vs. 𝑞𝑖 :

Proposition 3.1. The singleton probability 𝑔(𝑝,𝑚) = 𝑚𝑝 (1 −
𝑝)𝑚−1 has the following properties:

(1) Peak and decay. 𝑔 rises to a single peak at𝑚∗ (𝑝) = −1/ln(1 −
𝑝) ≈ 1/𝑝 for small 𝑝 , then decays to zero for larger𝑚.

(2) Peak shift. For 𝑞 ≤ 𝑝 ,𝑚∗ (𝑞) ≥ 𝑚∗ (𝑝).
(3) Similar peak height. 𝑔(𝑝,𝑚∗ (𝑝)) → 1/𝑒 as 𝑝 → 0.
(4) Slower decay. For𝑞 ≤ 𝑝 ,𝑔(𝑞,𝑚) decays more slowly than𝑔(𝑝,𝑚)

since (1 − 𝑞) > (1 − 𝑝).

Since 𝑞𝑖 ≤ 𝑝𝑖 , properties (2)–(4) together imply that 𝑔(𝑞𝑖 ,𝑚)
remains elevated over a wider range of𝑚 than 𝑔(𝑝𝑖 ,𝑚). This leads
to two key predictions.

First, partial coverage tends to over-estimate the discovery prob-

ability (𝐺𝑇
partial

> 𝐺𝑇
full

). This shows that our risk estimation

likely be conservative and avoids providing false confidence (i.e.,

our tool might tell you to keep testing longer than necessary, but it

is less likely to tell you to stop too early.) Under partial coverage,

each element remains a plausible singleton over a wider range of

execution counts than under full coverage; thus, 𝐺𝑇
partial

tends

to count more singletons than 𝐺𝑇
full

, producing a higher (more

cautious) estimate.

Second, the estimation error decreases as coverage saturates.

This shows that our risk estimation accuracy improves as more data

is collected. As a campaign progresses, both 𝑔(𝑝𝑖 ,𝑚) and 𝑔(𝑞𝑖 ,𝑚)
move past their peaks and decay toward zero, so the gap between

𝐺𝑇
full

and 𝐺𝑇
partial

narrows over time.

3.2 Must-Execute Analysis
To mitigate the estimation error caused by partial coverage informa-

tion, we apply must-execute analysis: given the observed samples,

we use classical dominator and post-dominator analysis, extended

across procedure boundaries, to identify instructions that must

also have executed. By analyzing the control-flow graph of the pro-

gram, we can infer additional coverage information beyond what

is directly observed from the profiler samples. This allows us to

refine our estimate of residual risk by accounting for unobserved

instructions that must have been executed based on the observed

samples.

2833



Accurate and Low-Cost Residual Risk Assessment. . . ASE ’26, October 12–16, 2026, Munich, Germany

(a) Control-flow graph

L# Code FC1 ST1 ST2
Orig BB Intra Inter Orig BB Intra Inter

1 void f4() {
2 instruction1;
3 return;
4 }

5 void f3() {
6 instruction1;
7 instruction2;
8 return;
9 }

10 void f2() {
11 instruction3;
12 return;
13 }

14 void f1(flag) {
15 f2();
16 if (flag) {
17 f3();
18 f4();
19 }
20 return;
21 }

22 void main(input) {
23 flag = input % 2;
24 ret = f1(flag);
25 }

(b) Coverage expansion

Figure 2: Must-execute analysis: (a) control-flow graph and
(b) coverage amplification at three levels

We divide must-execute analysis into three levels of granularity:

basic block level, intra-procedural control-flow level, and inter-

procedural control-flow level.

(1) Basic block level (BB): We infer that all instructions within the

same basic block must have executed, if at least one instruction

in that block was observed.

(2) Intra-procedural control-flow level (Intra): We analyze the

control-flow graph of a single procedure to infer additional cov-

erage from dominance relations. If an instruction 𝑛 is observed,

all dominators of 𝑛 must have also executed, since every path

from the procedure entry to 𝑛 passes through them. Similarly,

all post-dominators of𝑛must also execute, provided the program

terminates normally or reaches the procedure exit.

(3) Inter-procedural control-flow level (Inter): We extend the

dominance analysis across procedure boundaries to infer that

if any call site is either observed or inferred to have executed,

then we infer the execution of the callee’s entry instruction;

vice versa, if any instruction within a procedure is observed, its

entry point is necessarily executed.

The analysis is a straightforward application of standard domina-

tor and post-dominator analysis, which amplifies sparse profiler-IP

samples to reduce the estimation error caused by partial observa-

tion. Because we estimate residual risk from the inferred coverage,

the analysis must be sound: we infer that an instruction executed

only when it provably did. Unsound over-inclusion would deflate

the singleton count and underestimate residual risk, which is dan-

gerous because it can stop a campaign prematurely. For indirect

calls through function pointers, we therefore take a sound under-

approximation that leaves unresolved call edges out, keeping the es-

timate conservative. Because the analysis runs once, before fuzzing,

a more precise resolver could be substituted at no fuzzing-time cost.

Figure 2 illustrates an example of must-execute analysis applied

to two stack trace samples, ST1 and ST2, extracted from the same

execution with full coverage FC1, of a simple program from Table 1.

Given the control-flow graph in Figure 2a, we apply must-execute

analysis at different levels of granularity. The coverage expansion

table in Figure 2b shows how the original partial coverage (ST1,

ST2) is expanded to include additional instructions that are inferred

to have executed based on the control-flow analysis. In this example,

after applying inter-procedural control-flow analysis, the expanded

coverage from ST1 and ST2 become identical to the full coverage

FC1. This demonstrates the potential of must-execute analysis to

mitigate estimation errors inherent to partial coverage data.

3.3 Implementation
Black-box fuzzing configuration. We implemented our approach

on top of the residual risk analysis framework of Lee and Böhme [22],

using their risk estimator to compare the accuracy and efficiency

of profiler-based sampling against coverage instrumentation. Their

framework is a black-box fuzzer built onAFL++: it disables coverage-

guided feedback loop. Specifically, it disables (a) the queuing of new-

coverage inputs (IGNORE_FINDS, save_if_interesting), (b) fa-
vored/redundant seed scheduling and culling, (c) the repeated stack-

ing of havocmutations, and (d) time-dependent changes to the mu-

tation strategy. As a result, each input is generated independently

of the coverage observed so far, which is the defining behavior of a

black-box fuzzer. Dedicated black-box fuzzers (e.g., Radamsa [1],

zzuf [4], Peach [2]) predate coverage-guided fuzzing and are not

integrated with modern benchmarks such as FuzzBench [26] and

Magma [17], making the black-box configuration of AFL++ the

natural choice for our evaluation. Since a black-box fuzzer is char-

acterized solely by the independence of successive executions from

observed coverage, the choice of underlying fuzzing engine does

not affect the black-box behavior itself.

Profiler-based sampling. We use Linux perf to collect instruction
pointer (IP) samples at regular intervals during fuzzing campaigns.

Each sample triggers a system interrupt that incurs overhead, so

the sampling frequency controls the trade-off between observation

granularity and performance: higher frequencies yield more de-

tailed information at the cost of increased overhead, while lower

frequencies reduce overhead but provide coarser data. To investi-

gate this trade-off, we set the sampling frequency relative to the

executions per second of the fuzzing campaign to maintain a con-

sistent observation (e.g., 𝑋 samples per test execution on average)

ratio across different subjects and configurations, (default 𝑓 =1: one

sample per execution).

By default, perf captures a single IP at each sampling point;

we call this top mode. perf also supports capturing the full call

stack via the –call-graph option, which records the chain of re-

turn addresses from the current instruction pointer to the top-

level caller; we call this stack mode. stack mode yields multiple

observed IPs per sample, providing richer coverage data, but re-

quires the binary to be compiled with frame pointers preserved

(-fno-omit-frame-pointer) and incurs higher runtime overhead

due to the cost of unwinding and processing full call stacks. We

evaluate both configurations to understand the trade-offs between

overhead and accuracy. Since AFL++ normally forks a new child

process for each execution, we use its persistent mode to keep the

target process alive across multiple iterations, allowing perf to

remain attached to a stable process. We employ perf record to

collect samples and perf script to extract IP data, pipelining

these two steps to avoid I/O overhead.

Per-execution discovery probability. Because profiler-based sam-

pling collects observations at fixed time intervals rather than per

execution, the resulting estimation yields a per-second discovery

probability 𝑝 . To obtain the per-execution discovery probability,
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Table 2: Subject program statistics.
Subject Description Commit Harness NCLOC #Basic Blocks

proj4 Cartographic projections a7482d3 CRS-to-CRS coordinate transformation 407,430 31,747

sqlite3 SQL database engine c78cbf2 SQL parsing and execution 255,512 38,161

mbedtls Crypto library for embedded 169d9e6 SSL/TLS handshake simulation 211,562 4,596

libxml2 XML parser c7260a4 XML parsing from memory 211,267 48,036

freetype2 Font rendering library cd02d35 Font parsing, glyph loading 118,830 24,037

harfbuzz Text shaping engine cb47dca Glyph drawing, OpenType features 117,789 15,508

libpcap Packet capture library 17ff63e BPF filter compilation, packet parsing 47,824 5,961

which is the standard metric for residual risk estimation [22, 25], we

convert as 𝑝exec = 1− (1−𝑝)1/𝑛 , where 𝑛 is the average throughput

(exec/s). This conversion assumes independent discoveries across

executions, an assumption that holds because coverage-guided feed-

back is not used to influence subsequent test executions. We also

empirically verified that throughput remains stable within each

sampling interval.

Must-execute analysis. We implement must-execute analysis as

a static preprocessing step. We compile the target program with

Clang to generate LLVM IR and construct the control-flow graph.

We then extract inter-procedural must-execute relationships by

analyzing function call edges and store them in a database for

efficient querying during fuzzing campaigns. At runtime, we use

addr2line to map the IP samples collected by perf to source-

code locations and query the must-execute database to expand the

observed partial coverage.

4 Evaluation
We evaluate the impact of replacing coverage instrumentation with

profiler-based sampling for residual risk estimation, focusing on

three key dimensions:

• Estimation accuracy. Profiler-based sampling provides less com-

plete coverage data than coverage instrumentation. As discussed

in Section 3.1, this incompleteness tends to result in a conserva-

tive over-estimation of residual risk.

• Bug discovery. Profiler-based sampling significantly reduces coverage-

tracking overhead, increasing fuzzing throughput. We expect this

higher execution rate to accelerate vulnerability discovery, find-

ing more bugs within a given time budget.

• Time-to-confidence. These two effects pull in opposite directions.

While overestimation of residual risk tends to prolong a fuzzing

campaign, higher throughput reduces the ground-truth resid-

ual risk faster, potentially enabling an earlier stopping decision

overall. We evaluate how these competing effects balance out.

We systematically evaluate these trade-offs across various sam-

pling configurations (frequency, mode) and must-execute analysis

levels. To account for the stochastic nature of fuzzing, we performed

five repetitions of each experiment.

Subject programs. We select seven real-world subjects from the

FuzzBench framework [26], prioritizing large-scale programswhere

instrumentation overhead is most significant. Four of these subjects

are drawn from prior work [22], and three are additionally included

from FuzzBench. These subjects span various domains—cryptography,

parsing, rendering, and networking—to ensure generalizability. Ta-

ble 2 summarizes the subject characteristics, including descriptions,

commit versions, and code metrics (NCLOC and basic blocks).

For §4.2’s the bug analysis (RQ2), we need a benchmark with

known vulnerabilities and exploits. We use Magma [17], a fuzzing

Table 3: Magma subjects and fuzz drivers for bug analysis.

Subject Fuzz Drivers #Bugs

openssl asn1, asn1parse, bignum, server, client, x509 20

libxml2 libxml2_xml_read_memory_fuzzer, xmllint 17

sqlite3 sqlite3_fuzzy 20

benchmark that forward-ports real bugs from historical CVEs and

bug reports into the latest version of each target program. By inject-

ing lightweight instrumentation at the bug sites, Magma can detect

when a fuzzer reaches a bug (execute the vulnerable code)—and

when it triggers the bug (evidences the vulnerability’s symptom

such as a crash). Among the nine subjects in Magma, we select

libxml2 and sqlite3, which have 2 and 1 fuzz drivers respectively to

maintain overlap with the first part of our evaluation. To broaden

our scope, we also include openssl that features the highest number

of fuzz drivers (6) in Magma. Table 3 summarizes the fuzz drivers

and the number of forward-ported bugs for each subject.

Environment. All experiments run on an AMD EPYC 9655P 96-

Core Processor at 2.6 GHz with 377GB of RAM, running Ubuntu

22.04 LTS insideDocker.We compile all subjects with Clang/LLVM14.

We use AFL++ v4.33c as the fuzzing engine, Linux perf 6.8 for

profiler-based sampling, and addr2line from GNU Binutils 2.38

for address-to-source mapping.

4.1 Accuracy of Residual Risk Estimation
RQ1: How accurate is the residual risk estimation using profiler-
based sampling? We compare the accuracy of profiler-based residual

risk estimation against the empirical ground truth from coverage

instrumentation, while varying the level of must-execute analysis.

To obtain accurate measurements, we compute the estimates

and the ground truth from the same fuzzing campaign, so that both

are derived from the same sequence of inputs. We compute the

ground truth discovery probability at time 𝑇 using prior work [22]:

it is defined as the number of executions that yield new coverage

between time 𝑇+1 and 2𝑇 , divided by the total executions within

that interval. Computing this ground truth requires coverage in-

strumentation. Therefore, each evaluation campaign is run with

both the sampling profiler and coverage instrumentation enabled

simultaneously; from this instrumentation data, we also compute

the full coverage-based residual risk estimate, as shown in Table 4.

This dual-collection setup is for evaluation purposes only and is

not intended for practical deployment.

We measure accuracy using the relative absolute error [22]:

RE𝑟{esti} = |𝐺𝑇 {esti} − 𝑟emp |/𝑟emp , where 𝐺𝑇 {esti} is the estimated

residual risk (using either profiler-based sampling or coverage in-

strumentation), and 𝑟emp is the empirical discovery probability. A

value of 0 indicates a perfect estimate, while 1 indicates an error

of 100% relative to the ground truth. We analyze how the relative

absolute error varies across different must-execute analysis levels

and time intervals during the fuzzing campaign. We fix the sam-

pling frequency to the default (𝑓 = 1) and use top mode to isolate

the effect of the estimation method and must-execute analysis.

4.1.1 Results. Figure 3 shows the estimated discovery probability

over time for each subject, comparing profiler-based sampling at
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Figure 3: Discovery probability over time (log-log) for each
subject, comparing ground truth against risk estimates from
a sampling profiler with must-execute analysis. Shaded re-
gions: ±1 standard error.

Table 4: Relative error of estimated residual risk by sampled
profiles (Profiling) against empirical (GroundTruth): without
must-execute analysis (Orig) and with three must-execute
analysis levels (BB, Intra, and Inter). ΔOrig is the absolute
estimation difference between Orig and Instrumentation.

Subject Exec/s 𝑟emp@12h

Relative Error of Profiling Relative Error of

Instrumentation
ΔOrig

Orig BB Intra Inter

libpcap 7,477 1.02e-07 2.14 0.68 0.38 0.37 0.27 1.90e-07

mbedtls 1,767 1.23e-07 15.64 4.52 2.12 2.00 0.61 1.85e-06

libxml2 2,199 3.72e-07 10.05 4.74 2.35 2.33 0.23 3.66e-06

harfbuzz 1,202 4.71e-07 11.04 5.31 2.95 2.48 0.33 5.05e-06

proj4 1,763 5.78e-07 5.57 4.01 2.54 2.39 0.22 3.09e-06

freetype2 1,944 7.11e-07 7.93 2.51 0.87 0.81 0.19 5.50e-06

sqlite3 1,259 3.15e-05 6.65 4.03 1.83 1.76 0.13 2.06e-04

Average 8.43 3.69 1.86 1.73 0.28
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Figure 4: Average relative error. Left: Inter-procedural anal-
ysis reduces the average estimation error from 8.43 to 1.73.
Right: As the fuzzing duration increases from 1 to 12 hours,
the median risk estimation error decreases from 2.37 to 1.28.

different must-execute analysis levels against the ground truth.

Each line represents the average across multiple runs, with error

bars indicating standard deviation. Both axes use a logarithmic

scale. We report results up to 12 hours because each campaign runs

for 24 hours; the latter 12 hours are used to compute the empirical

ground-truth discovery probability.

Across all subjects, without must-execute analysis and with three

different must-execute analysis levels, profiler-based sampling con-

sistently over-estimates the discovery probability relative to the

ground truth; this confirms our hypothesis that profiler-based sam-

pling does not lead to overconfidence of prematurely stopping

fuzzing, as predicted by our mathematical model in Section 3.1.

Table 4 and Figure 4 (left) show how must-execute analysis pro-

gressively reduces estimation error.Without any coverage inference

(Orig), each IP sample is attributed to a single instruction, yielding

an average RE of 8.43. Basic-block propagation (BB) provides the
largest single reduction (to 3.69), and further control-flow analysis

narrows the error to 1.86 (Intra) and 1.73 (Inter). This is achieved
without any coverage instrumentation—the profiler observes only

sparse IP samples—yet the estimation error remains well within one

order of magnitude of the instrumentation-based estimate (0.28),

demonstrating that must-execute analysis can effectively amplify

coverage data from sampled profiles alone.

Figure 4 (right) shows the median relative error across different

time intervals. The error is highest in the first hour (2.37), when

sparse samples leave the coverage estimate most incomplete. How-

ever, it decreases monotonically as the campaign progresses: 1.79

(1–3 hours), 1.53 (3–6 hours), and 1.28 (6–12 hours). This consis-

tent improvement indicates that profiler-based sampling becomes

increasingly reliable as accumulated samples narrow the gap with

instrumentation-based estimation.

Subject-specific observations. The last column of Table 4 shows

ΔOrig, the absolute difference between the profiler-based (Orig) and
instrumentation-based estimates. As predicted by the mathematical

model in Section 3.1, this gap correlates with empirical discovery

probability 𝑟emp : it is larger when the fuzzer is actively discovering

new coverage and smaller as it approaches saturation. For instance,

sqlite3 has both the highest 𝑟emp and the largestΔOrig, while libpcap
has both the lowest. This confirms the prediction in Section 3.1 that

the estimation gap narrows naturally as coverage saturates.

Among must-execute analysis levels, mbedtls is notable: while
its RE at Orig (15.64) follows the general trend, but basic-block

coverage amplification reduces RE to 4.52—the largest reduction

among all subjects—suggesting that its code structure is particu-

larly well-suited for amplifying coverage through basic-block level,

control-flow analysis.

Statistical significance. We apply statistical tests over the ob-

served differences in RE across must-execute analysis levels. Be-

cause RE distributions are non-normal, we apply the non-parametric

Mann-Whitney U test with the Vargha–Delaney 𝐴12 as effect size,

where 𝐴12 > 0.71 indicates a large effect size [32]. Moving from

Orig to BB and from BB to Intra must-execute analysis levels re-

duces RE significantly for all seven subjects (𝐴12 ≥ 0.875; 𝑝 < 0.001).

At the finest level, Inter shows no significant improvement over

Intra for five of seven subjects (𝑝 > 0.05). Detailed statistical results

are in the replication package (Section 8).

Summary (RQ1, accuracy): Profiler-based sampling with inter-

procedural must execute analysis reduces the relative error from

8.43 to 1.73 and estimation accuracy improves with longer cam-

paign durations. The results confirm that risk estimates avoid

overconfidence—consistent with the mathematical model in Sec-

tion 3.1—demonstrating that sparse sampling provides a rigorous,

reliable substitute for coverage instrumentation.

4.2 Efficiency and Vulnerability Discovery
RQ2: How much does profiler-based sampling speed up fuzzing
throughput, compared to coverage instrumentation? We also assess
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Table 5: Bug discovery on Magma subjects over twenty runs
of a 24-hour fuzzing campaign. Triggers: number of runs
triggering the bug (out of 20). Mean TTT (time-to-trigger)
where untriggered runs contribute 24h). Bold indicates the
shorter TTT.

exec/s Trig (/20) Mean TTT

Subject / Driver Bug Instrumentation Profiling Instrumentation Profiling Instrumentation Profiling

libxml2 / xml_read_memory

XML002

1,414 5,294

0 1 — 23h39m
XML003 20 20 1h16m 12m34s
XML009 20 20 41m43s 7m55s
XML017 20 20 1m 1m

libxml2 / xmllint
XML002

1,175 2,467

0 1 — 22h56m
XML009 20 20 23m45s 20m
XML017 20 20 1m 1m

openssl / asn1
SSL001

116 191

20 20 3h19m 1h52m
SSL003 20 20 2m22s 1m30s

openssl/ asn1parse SSL010 5,096 20,250 0 0 — —

openssl/ bignum SSL010 27 34 0 0 — —

openssl / client SSL002 275 626 20 20 1m45s 1m15s

openssl / server
SSL002

82 187

20 20 3m15s 1m52s
SSL020 11 18 15h51m 7h58m

openssl / x509 SSL009 2,032 6,904 20 20 4h29m 1h20m

sqlite3 / sqlite3_fuzz

SQL002

1,911 13,628

20 20 3h25m 20m
SQL003 0 6 — 20h15m
SQL012 7 20 20h35m 4h07m
SQL013 7 19 19h08m 6h56m
SQL014 15 20 15h29m 2h29m
SQL018 20 20 15m36s 4m

how the throughput improvements from profiler-based sampling

translate into faster bug discovery.

We separately run fuzzing campaigns with coverage instrumenta-

tion (Instrumentationmode) and profiler-based sampling (Profiling
mode). For throughput, we measure executions per second (exec/s).

For vulnerability discovery, we compute the Time-to-Reach (TTR)

and Time-to-Trigger (TTT) for each vulnerability under both config-

urations. To determine when a vulnerability is reached or triggered,

we rely on Magma’s canary-based monitoring. This provides how

many runs reached or triggered each bug across every fixed 30

second interval. We fix the must-execute analysis level to inter-

procedural, as it provides the highest estimation accuracy, without

affecting throughput.

4.2.1 Bug analysis result on Magma. Table 5 shows the bug discov-
ery results for the 19 bug–driver combinations triggered by either

coverage instrumentation (Instrumentation) or profiling (Profiling)
with frequency 𝑓 = 1 and top mode on three Magma subjects,

averaged over twenty independent 24-hour campaigns. For each

bug, we report the number of triggered campaigns and the mean

time-to-trigger (TTT); runs failing to trigger the bug contribute the

full 24-hour maximum. We bold the shorter mean TTT between

the two modes. The table also includes the asn1parse and bignum
drivers, which did not trigger any bugs in either mode, to provide

a complete throughput comparison across all nine fuzz drivers. We

omit Time-to-Reach (TTR) from the table; the complete table listing

all 56 bug–driver combinations reached by at least one mode across

the nine fuzz drivers is available in the shared artifact (§8). Of these

56 combinations, 50 are reached by both modes in all twenty runs.

For libxml2 and openssl subjects the mean TTR is uniformly within

one minute. sqlite3 bugs exhibit longer and more variable TTR

(e.g., SQL012: Instrumentation 6h35m vs. Profiling 51m48s; SQL013:

8h26m vs. 1h31m), reflecting the throughput advantage of Profiling,
but these differences are subsumed by the TTT analysis.

Across all nine fuzz drivers, Profiling achieves 1.3× to 7.1× higher

throughput than Instrumentation, with the largest speedup on

sqlite3 (1,911 vs. 13,628 exec/s, 7.1×) and libxml2/xml_read_memory

(1,414 vs. 5,294 exec/s, 3.7×). Even the smallest gain, on openssl
/ bignum (27 vs. 34 exec/s, 1.3×), shows that removing coverage

instrumentation consistently improves fuzzing throughput.

Higher throughput under Profiling directly translates into faster

and more reliable bug discovery. Across twenty runs, Profiling
triggers 19 unique bug–driver instances compared to 16 for In-
strumentation, capturing three instances that Instrumentation
never finds: XML002 (via both xml_read_memory and xmllint) and
SQL003. Profiling also demonstrates superior consistency. For exam-

ple, it triggers SSL020 in 18/20 runs (vs. 11/20 for Instrumentation)
and SQL013 in 19/20 runs (vs. 7/20 for Instrumentation).

Among the 16 bugs triggered by both modes, Profiling achieves

a shorter or equal mean TTT in all cases—14 show clear improve-

ment and 2 are tied. Speedups range from modest (e.g., XML009 via

xmllint: 1.2×) to substantial (e.g., XML009 via xml_read_memory:
5.3×; SQL002: 10×). Overall, Profiling achieves a shorter TTT in

193 out of 278 shared bug–run instances (69%). Throughput gains

correlate directly with bug discovery improvements. The driver

with the largest speedup, sqlite3 (7.1×), exhibits the most dramatic

TTT reductions: SQL002 (10× faster), SQL014 (6.2× faster), and

SQL018 (3.9× faster). Conversely, where the throughput advantage

is smallest, Profiling still matches or outperforms Instrumentation
on average. In these cases, individual runs exhibit higher variance,

consistent with the expectation that stochastic variation in input

generation dominates when the throughput advantage is modest.

Summary (RQ2, bug discovery): Removing coverage instru-

mentation yields 1.3× to 7.1× higher fuzzing throughput, which

translates into superior bug finding performance. Profiling
achieves shorter or equal mean TTT in all 16 bug cases.

This result indicates that the tax of coverage instrumentation

negates its diagnostic value for residual risk assessment; by trad-

ing observation granularity for raw execution speed, sampled

profiling is more effective for rapid bug discovery.

4.2.2 In-depth analysis of throughput and residual risk on FuzzBench.
We take a closer look at how the degree of observability—controlled

by the sampling frequency and sampling mode—affects both ex-

ecution throughput and discovery probability estimation on the

FuzzBench subjects. We evaluate relative frequencies 𝑓 of 0.5, 1, 2, 4,

and 8 (i.e., from one sample per two executions to eight samples per

execution) and compare the top and stack sampling modes (𝑓 =1).

Table 6 shows the average execution throughput and estimated

discovery probability (𝐺𝑇 ) measured at 24 hours under both Instru-
mentation and Profiling modes for each subject in FuzzBench. A

lower discovery probability is desirable—provided the total number

of executions is not smaller—as it means the fuzzer has explored

more of the program’s behavior and the estimator reflects less resid-

ual risk. Throughput decreases monotonically with 𝑓 across all top
configurations, as more frequent sampling increases overhead: the

average throughput ratio drops from 2.90× at 𝑓 =0.5 to 1.30× at

𝑓 =8. At 𝑓 ≤1, all seven subjects maintain throughput above Instru-
mentation; at 𝑓 =2, only libpcap drops slightly below (0.94×); and
at 𝑓 ≥4, proj4 also falls below, while sqlite3 retains the highest gain
throughout (2.14× even at 𝑓 =8).

As shown in Table 7, the per-subject throughput variation is

explained by the interrupt rate of the profiler. The profiler fires
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Table 6: Average throughput (exec/s) and estimated discovery
probability (𝐺𝑇 ) after 24 hours. For top sampling, we vary
the frequency 𝑓 from 0.5 to 8; for stack sampling, we fix 𝑓

at 1.0. Parenthesized values show the ratio to full coverage
(Instrumentation). Bold marks the best Profiling configura-
tion per subject.

Profiling with a top mode: Profiling / top Profiling / stack

Subject Instrumentation 𝑓 =0.5 𝑓 =1 𝑓 =2 𝑓 =4 𝑓 =8 𝑓 =1.0

proj4
exec/s 1852 3370 (1.82) 2658 (1.44) 1879 (1.01) 1188 (0.64) 888 (0.48) 3484 (1.88)

𝐺𝑇 3.2e-7 6.4e-7 (2.02) 8.2e-7 (2.61) 1.2e-6 (3.75) 2.0e-6 (6.20) 2.6e-6 (8.35) 9.6e-7 (3.03)

sqlite3
exec/s 1695 7230 (4.27) 6690 (3.95) 5870 (3.46) 4828 (2.85) 3621 (2.14) 5574 (3.29)

𝐺𝑇 1.7e-6 5.3e-7 (0.32) 5.8e-7 (0.35) 7.1e-7 (0.43) 9.4e-7 (0.56) 1.4e-6 (0.82) 8.1e-7 (0.48)

mbedtls
exec/s 2277 6713 (2.95) 6284 (2.76) 5627 (2.47) 4770 (2.10) 3751 (1.65) 4872 (2.14)

𝐺𝑇 3.5e-8 2.9e-8 (0.81) 2.9e-8 (0.83) 3.3e-8 (0.93) 3.1e-8 (0.89) 4.2e-8 (1.19) 3.2e-8 (0.90)

libxml2
exec/s 3183 12004 (3.77) 10580 (3.32) 8651 (2.72) 6472 (2.03) 4362 (1.37) 7675 (2.41)

𝐺𝑇 9.5e-8 9.2e-8 (0.96) 1.0e-7 (1.10) 1.2e-7 (1.23) 1.6e-7 (1.69) 2.3e-7 (2.40) 1.9e-7 (1.96)

freetype2
exec/s 2733 8041 (2.94) 7707 (2.82) 6497 (2.38) 5047 (1.85) 3637 (1.33) 5866 (2.15)

𝐺𝑇 2.3e-7 1.4e-7 (0.64) 1.4e-7 (0.61) 1.5e-7 (0.68) 2.0e-7 (0.88) 2.7e-7 (1.18) 2.1e-6 (9.17)

harfbuzz
exec/s 1528 3987 (2.61) 3936 (2.58) 3581 (2.34) 3083 (2.02) 2516 (1.65) 2664 (1.74)

𝐺𝑇 1.7e-7 1.9e-7 (1.08) 1.6e-7 (0.93) 1.7e-7 (0.98) 1.6e-7 (0.95) 2.1e-7 (1.19) 1.9e-7 (1.07)

libpcap
exec/s 7426 14322 (1.93) 8793 (1.18) 6973 (0.94) 5028 (0.68) 3444 (0.46) 7202 (0.97)

𝐺𝑇 5.0e-8 2.4e-8 (0.47) 4.3e-8 (0.86) 4.7e-8 (0.94) 6.3e-8 (1.26) 8.9e-8 (1.78) 5.6e-8 (1.11)

Avg. ratio

exec/s — 2.90 2.58 2.19 1.74 1.30 2.08

𝐺𝑇 — 0.90 1.04 1.28 1.78 2.42 2.53

Table 7: Profiler overhead per subject at 𝑓 =0.5.

Subject Total Rate (kHz) In-Target Rate (kHz) In-Target (%)

proj4 19.5 2.4 12

libpcap 11.6 7.2 62

libxml2 7.4 6.1 83

freetype2 5.6 4.6 82

sqlite3 3.6 3.6 98

mbedtls 3.5 3.4 98

harfbuzz 2.1 1.9 96

instructions:u events for the entire worker process. Each inter-

rupt incurs overhead regardless of where the instruction pointer

falls, but only events where the IP lies within the target binary

produce useful coverage samples; events in shared libraries (libc)
are discarded.

We distinguish the total interrupt rate (the frequency of pro-

filer interruptions)—from the in-target rate (the subset yielding

coverage). Overhead scales with the total rate, which at 𝑓 =0.5 it

ranges from 2.1 kHz (harfbuzz) to 19.5 kHz (proj4); this ordering
closely tracks throughput degradation across all subjects. The two

subjects whose throughput drops below Instrumentation at higher

𝑓—proj4 and libpcap—exhibit the highest total rates: proj4 has only
12% in-target events, meaning 88% of interrupts are wasted on

shared-library code, while libpcap similarly incurs a high total rate

(11.6 kHz) despite a 62% in-target fraction, due to its high baseline

throughput (7,426 exec/s) which leads to more frequent interrupts

even at low 𝑓 .

The discovery probability ratio increases with 𝑓 (averaging from

0.90 at 𝑓 =0.5 to 2.42 at 𝑓 =8). A DP ratio below 1 indicates that

Profiling achieves lower residual risk than Instrumentation despite

observing coverage through sampling alone. At 𝑓 =0.5, five of seven

subjects achieve a DP ratio ≤ 1 (sqlite3 0.32, libpcap 0.47, freetype2
0.64,mbedtls 0.81, libxml2 0.96), confirming that profiler-based sam-

pling at low frequencies matches or improves upon Instrumentation
for residual risk estimation. sqlite3 represents the strongest case: its
DP ratio remains below 1 across all 𝑓 values (0.32 to 0.82), meaning

that Profiling achieves both higher throughput and lower resid-

ual risk than Instrumentation in every configuration. Conversely,

libxml2 is notable for the opposite reason: despite maintaining a

throughput advantage(3.77× at 𝑓 =0.5, 1.37× at 𝑓 =8), its DP ratio

rises from 0.96 to to 2.40. This suggests that for libxml2 higher

throughput does not fully compensate for the coarser observation

inherent in sampling at higher 𝑓 .

Top vs. Stack. Comparing configurations at 𝑓 =1, top achieves

higher throughput than stack in most subjects (2.58× vs. 2.08× on

average), with the exception of proj4 where stack (1.88×) outper-
forms top (1.44×). Recall that proj4 has only 12% in-target events

under top; stack recovers target frames from shared-library inter-

rupts via call-stack unwinding, raising the effective in-target yield

and allowing a lower total interrupt rate for the same coverage

frequency. Regarding discovery probability (DP), at 𝑓 =1, top also

achieves a lower average ratio than stack: 1.04 vs. 2.53. While stack
is comparable on some subjects (sqlite3,mbedtls), it is substantially
worse on others (freetype2: 9.17 vs. 0.61; libxml2: 1.96 vs. 1.10).

Overall, the richer per-sample coverage from stack unwinding does

not compensate for its throughput loss, making top the preferred

sampling mode.

Statistical significance. Profiler-based sampling at 𝑓 = 0.5 achieves

significantly higher throughput than coverage-instrumentation for

all seven subjects, with𝐴12 = 1.000 and 𝑝 < 10
−7

under a one-sided

Mann-Whitney U test.

Summary (RQ2, in-depth analysis): Our results reveal a

fundamental trade-off between sampling granularity, fuzzing

throughput, and residual risk estimation.

• As sampling frequency 𝑓 increases, throughput decreases due

to higher overhead and discovery probability rises due to

reduced total executions.

• When the fuzzer spends significant time in external shared

libraries, the noise of non-target interrupts drives up overhead

without improving coverage.

• The leaner top profiling remains the optimal choice, providing

the best balance of high-speed execution and reliable risk

estimation.

4.3 Stopping Time Decisions
RQ3: How effective is profiler-based sampling for stopping-time de-
cisions? We compare the stopping times determined by a profiler-

based estimate against coverage-instrumentation based estimate to

assess whether the throughput advantage compensates for estima-

tion error.

A stopping time is the first moment at which the residual risk

estimate drops below a given discovery-probability threshold 𝜀

(Section 2). As long as the estimate does not underestimate the true

residual risk, an earlier stopping time is preferable, because it re-

duces total testing duration. We evaluate a wide range of thresholds

across different subjects. As in RQ2, we fix the must-execute analy-

sis to the inter-procedural level and vary the sampling frequency

and mode to analyze their impact on the stopping time decision.

In deployment, 𝜀 would be chosen a priori from a desired risk

tolerance. For empirical evaluation in this paper, we instead choose

thresholds post hoc: subjects saturate at widely different discovery-

probability levels, so no single 𝜀 is non-trivial for all of them. We
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Table 8: Stopping time in hours under Instrumentation vs.
Profiling/top at various discovery probability thresholds.
Parenthesized values indicate the ratio of each method’s
stopping time to that of full coverage (Instrumentation). Bold
indicates the lowest ratio. ■ indicates ratio <1.

DP Profiling / top

Threshold Subject Instrumentation 𝑓 =0.5 𝑓 =1 𝑓 =2 𝑓 =4 𝑓 =8

10
−7 proj4 — — — — — —

mbedtls 9.41 7.46 (0.79) 7.52 (0.80) 7.48 (0.79) 7.76 (0.82) 10.96 (1.16)

libxml2 20.85 21.74 (1.04) 22.68 (1.09) 21.53 (1.03) – –

freetype2 — — — — — —

harfbuzz — — — — — —

libpcap 11.31 6.68 (0.59) 10.29 (0.91) 12.97 (1.15) 15.53 (1.37) 20.02 (1.77)

2×10−7 proj4 — — — — — —

mbedtls 4.30 3.82 (0.89) 3.71 (0.86) 3.95 (0.92) 4.39 (1.02) 5.53 (1.29)

libxml2 13.21 11.54 (0.87) 12.77 (0.97) 14.22 (1.08) 19.99 (1.51) 23.60 (1.79)

freetype2 22.52 17.80 (0.79) 16.38 (0.73) 18.83 (0.84) 22.52 (1.00) –

harfbuzz 20.56 20.78 (1.01) 19.87 (0.97) 20.43 (0.99) 20.46 (1.00) 22.07 (1.07)

libpcap 5.42 3.30 (0.61) 5.83 (1.08) 7.28 (1.34) 8.56 (1.58) 11.40 (2.10)

5×10−7 proj4 13.33 — — — — —

mbedtls 1.33 1.78 (1.34) 1.73 (1.29) 1.86 (1.39) 2.06 (1.54) 2.52 (1.89)

libxml2 6.10 4.92 (0.81) 5.43 (0.89) 6.03 (0.99) 8.28 (1.36) 11.87 (1.95)

freetype2 11.85 7.28 (0.61) 6.88 (0.58) 7.83 (0.66) 9.80 (0.83) 13.39 (1.13)

harfbuzz 8.94 8.79 (0.98) 8.09 (0.90) 8.76 (0.98) 9.59 (1.07) 11.10 (1.24)

libpcap 1.56 1.37 (0.88) 2.30 (1.47) 2.99 (1.92) 3.76 (2.42) 5.51 (3.54)

10
−6 proj4 6.33 14.35 (2.27) 19.81 (3.13) – – –

mbedtls 0.64 1.01 (1.57) 0.97 (1.51) 1.03 (1.59) 1.01 (1.57) 1.24 (1.92)

libxml2 3.43 2.62 (0.76) 2.80 (0.82) 3.26 (0.95) 4.31 (1.26) 6.13 (1.79)

freetype2 5.89 3.64 (0.62) 3.62 (0.61) 4.08 (0.69) 5.07 (0.86) 7.07 (1.20)

harfbuzz 4.95 5.07 (1.03) 4.36 (0.88) 4.32 (0.87) 5.16 (1.04) 5.85 (1.18)

libpcap 0.70 0.71 (1.01) 1.11 (1.58) 1.46 (2.08) 2.00 (2.84) 2.84 (4.05)

10
−5 sqlite3 3.49 2.09 (0.60) 1.97 (0.56) 1.86 (0.53) 1.86 (0.53) 2.22 (0.64)

therefore calibrate the thresholds to the estimated discovery proba-

bility observed in the 12 h to 24 h range. This is an evaluation device

for selecting comparable, non-trivial 𝜀 values, not the stopping crite-

rion itself. For six subjects whose discovery probability reaches the

10
−7

–10
−6

range by 24 h, we use thresholds 10
−7

, 2×10−7, 5×10−7,
and 10

−6
. For sqlite3, whose discovery probability remains above

10
−6

throughout the campaign, is reported separately at 10
−5
.

4.3.1 Results. Table 8 shows the time at which each configuration

first drops below the given discovery probability threshold. In the

majority of cases, Profiling at low 𝑓 (0.5 or 1) reaches the stop-

ping criterion earlier than Instrumentation, while high 𝑓 erodes

this advantage. At 𝑓 =0.5, 13 out of 20 reachable subject–threshold

combinations (65%) have a stopping time ratio below 1, meaning

Profiling reaches the stopping criterion earlier than Instrumen-
tation. At 𝑓 =1, the proportion is the same: 13 of 20 (65%). As 𝑓

increases, the advantage diminishes—11 of 19 (57%) at 𝑓 =2, 4 of 18

(22%) at 𝑓 =4—and at 𝑓 =8, only 1 of 17 (6%) remains below 1. This

mirrors the RQ2 throughput and DP trade-offs: at low 𝑓 , through-

put gain from removing instrumentation outweighs the coarser

coverage observation; however, at high 𝑓 , the profiling overhead

erodes the throughput advantage and delays the stopping time.

A second pattern emerges across thresholds: Profiling performs

better at stricter thresholds. At 10
−7

, 6 of 13 reachable entries (46%)

have ratio below 1, while at 10
−6

—themost lenient threshold for the

main subjects—only 9 of 27 (33%) do. This occurs, because stricter

thresholds require longer campaigns, providing a dual advantage

for sampled profiling: (1) the estimation accuracy improves over

time (as shown in RQ1, Figure 4 right, and predicted by the model

in Section 3.1) and (2) the throughput gain from removing instru-

mentation translates into an earlier stopping time. Conversely, at

lenient thresholds, stopping occurs so early in the campaign, that

the profiler-based estimate is less accurate, reducing the relative

benefit of the sampling approach.

sqlite3 is reported separately at 10
−5

because its discovery prob-

ability remains above 10
−6

throughout the 24 h campaign. At this

threshold, all five Profiling configurations reach the stopping crite-

rion faster than Instrumentation, with similar ratios ranging from

0.53× (𝑓 =4) to 0.64× (𝑓 =8). This demonstrates how execution speed

gain from sampling (4.27× at 𝑓 =0.5 in RQ2) translates to earlier

high-confidence stopping .

Statistical significance. At 𝑓 =0.5, 11 out of 13 reachable entries
where Profiling reaches the stopping criterion earlier than Instru-
mentation are statistically significant (𝑝 < 0.05 with the one-

sided Mann-Whitney U test) with large difference in effect size

(𝐴12 ≥ 0.71) for 10 of them.

Summary (RQ3, time-to-stop): At low frequencies, a sampling-

profiler reaches the stopping criterion earlier than coverage

instrumentation in the majority of cases (13 out of 20 at 𝑓 =0.5).

This benefit is more pronounced at stricter thresholds; once the

profiler’s estimation converges, the raw throughput gain from

sampled-profiling translates accelerated stopping decisions.

5 Threats to Validity
Internal validity. Fuzzing is inherently stochastic, so measured

differences could arise by chance. To follow recommended evalu-

ation practice [21, 30], we run twenty repetitions per configura-

tion, use 24-hour campaigns, and confirm significance with Mann–

Whitney U tests. Residual variance may nonetheless remain for

high-variability subjects such as sqlite3.

External validity. Our evaluation covers seven FuzzBench sub-

jects and three Magma subjects, spanning cryptography, parsing,

rendering, and networking domains. These subjects are widely

used in the fuzzing literature, yet they may not represent all soft-

ware types; programs with highly irregular control flow or deeply

nested state machines, for example, may exhibit different profiling

characteristics.

Construct validity. To isolate the effect of the observation mech-

anism, we disable coverage guidance for input selection in both

Instrumentation and Profiling modes, so the fuzzer operates in

blackbox mode in both cases. This ensures a fair comparison for

residual risk estimation. Rather than a dedicated black-box fuzzer,

we use a modified AFL++ in this black-box mode (Section 3.3) to

reuse the prior residual risk analysis framework [22] and its inte-

gration with FuzzBench and Magma. Because a black-box fuzzer is

defined solely by drawing each input independently of the observed

coverage, disabling the feedback loop makes AFL++ equivalent in

input distribution to a purpose-built black-box fuzzer, while retain-

ing a well-tested, high-throughput execution engine. In Section 7,

we discuss the potential of leveraging profiler-based sampling for

the purpose of coverage-guided input selection.

6 Related Work
Residual risk estimation and test adequacy. Böhme introduced

the concept of software testing as species discovery (STADS) [7],

applying the Good-Turing estimator [15] to estimate the proba-

bility that the next test input discovers new program behavior.
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Subsequent work formalized residual risk estimation for greybox

fuzzing [8, 9], and Liyanage et al. [25] extended this to extrapolate

coverage growth rates. Lee and Böhme [22] proposed a dependency-

aware estimator that accounts for co-occurrence among coverage el-

ements within the same test execution, yielding tighter bounds. All

of these approaches assume coverage instrumentation as the obser-

vation mechanism. Our work relaxes this assumption, showing that

profiler-based sampling with must-execute analysis can provide

estimates within one order of magnitude of the instrumentation-

based ground truth. Pavlopoulou and Young [28] studied residual

test coverage monitoring in deployed software, noting that cover-

age collection must impose minimal overhead to be accepted by

users—a constraint our profiler-based approach directly addresses.

Reducing coverage instrumentation overhead. Coverage instru-
mentation imposes substantial overhead: source-level instrumen-

tation adds 60–70% latency [11], while binary-only approaches

incur far higher costs—QEMU-based dynamic translation suffers

5–7× slowdown [27], and dynamic binary instrumentation frame-

works such as DynamoRIO or Intel PIN can impose 50–100× slow-

downs [10]. Several lines of work aim to reduce this overhead.

INSTRIM [18] exploits control-flow dominance relations to prune

redundant instrumentation points. Full-Speed Fuzzing [27] runs an

uninstrumented binary by default and activates tracing only when

new coverage is detected. Hardware-assisted approaches such as

kAFL [31] and SNAP [11] leverage Intel Processor Trace or custom

hardware to collect coverage with lower overhead. These tech-

niques reduce but do not eliminate instrumentation; our approach

removes it entirely, relying on profiler-based sampling instead, ag-

nostic to the particular fuzzer used.

Fuzzing in coverage-limited environments. A related line of work

targets settings where traditional coverage feedback is unavail-

able or meaningless, most notably embedded firmware running on

dedicated hardware, where source instrumentation is infeasible.

𝜇AFL [23] recovers coverage non-intrusively from an ARM ETM in-

struction trace via a debug dongle, and debug-interface fuzzing [13]

extracts partial coverage from uninstrumented binaries using the

hardware breakpoints of an on-chip debug interface. These systems

tackle the fuzzing problem: recovering a coverage-guidance signal

through specialized hardware so that a coverage-guided fuzzer can

operate at all in such environments. Our concern is orthogonal. We

do not guide the fuzzer but perform residual risk analysis, estimat-

ing testing adequacy from the available observations; we therefore

rely on commodity profiler sampling rather than dedicated tracing

hardware, with must-execute analysis recovering accuracy from

sparse samples. Extending this estimation to hardware-constrained

settings is a natural application of our approach.

Sampling-based program monitoring. Liblit et al. [24] pioneered
remote program sampling for bug isolation, collecting sparse boolean

predicates from deployed software to localize faults with mini-

mal overhead. Ren et al. [29] described Google-Wide Profiling, a

continuous profiling infrastructure that samples hardware perfor-

mance counters across data-center workloads for performance anal-

ysis. These systems demonstrate that sampling-based observation

is practical at scale, but their goals—debugging and performance

optimization—differ from ours. We repurpose the same profiling

infrastructure (e.g., Linux perf) for a new application: residual risk

estimation during fuzzing, and introduce must-execute analysis to

compensate for the incomplete observations inherent to sampling.

Fuzzing throughput optimization. Beyond reducing instrumen-

tation overhead, several approaches optimize fuzzing throughput

through execution mechanics. SnapFuzz [5] accelerates network

application fuzzing via lightweight snapshots. AFL++ [14] com-

bines persistent mode, fork server optimizations, and improved

scheduling to maximize executions per second. These techniques

are complementary to our approach: they optimize how the fuzzer

executes inputs, whereas we optimize how program behavior is

observed, and the two can be combined.

7 Conclusion
Our evaluation across nineteen real-world subjects demonstrates

that, in black-box fuzzing, coverage instrumentation is a tax on

throughput that frequently negates its own diagnostic utility for

residual risk assessment. By eliminating the overhead of coverage

instrumentation, our approach achieves up to a 5.2× throughput

increase, which translates directly into superior bug-finding speed

across all evaluated cases. Crucially, we prove that this gain in effi-

ciency does not come at the cost of statistical rigor: our sampling

approach is inherently conservative—overestimating rather than

underestimating residual risk—and by employing inter-procedural

must-execute analysis, we reduce relative estimation error to 1.73.

Finally, we show that this combination of speed and accuracy can

enable practitioners to reach confident stopping-time decisions ear-

lier than a coverage instrumentation-based method in the majority

of campaigns. Ultimately, these results suggest a paradigm shift

for black-box fuzzing: if coverage data were to be used to quantify

residual risk, exhaustive instrumentation is not only unnecessary

but counter-productive—it can be safely and effectively substituted

with the inherently cheaper signal from a sampled profiler.

Our results show that profiler-based sampling is a robust alter-

native to coverage instrumentation for assessing black-box fuzzing

campaigns. By delivering conservative risk estimates, throughput

gains from reduced overhead compensates for coarser observa-

tion without leading to dangerous over-confidence (i.e., under-

estimating residual risk). This efficiency makes sampled-profiling

a valuable substitute for high-confidence stopping decisions and

resource-constrained environments, where traditional coverage

tracking is expensive or undesirable.

Not feeding coverage back into the fuzzer entails a trade-off:

black-box search discovers new coverage less efficiently than cover-

age-guided fuzzing, but it achieves higher execution throughput by

avoiding the overhead of maintaining coverage-guided feedback.

This loss in search efficiency, however, points to a natural extension.

The same synergy between sampled profiling and must-execute

analysis that we use for risk estimation could also recover a guid-

ance signal: by augmenting coarse samples with inter-procedural

analysis, a fuzzer could reconstruct high-fidelity coverage feedback

without the tax of full instrumentation. Such a hybrid design offers

a path toward lightweight coverage-guided fuzzing that retains

black-box throughput while amplifying sparse feedback through

control-flow analysis.
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8 Data Availability Statement
Our replication package, including source code and experimental

data, is archived on Zenodo under DOI: https://doi.org/10.5281/

zenodo.19244795.
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